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INTRODUCTION

Phishing is the attempt to acquire sensitive information such as
usernames, passwords, and credit card details (and sometimes,
Indirectly, money), often for malicious reasons, by masquerading as
trustworthy entity in an electronic communication .

The word is created as a homophone of fishing due to the similarity
of using fake bait in an attempt to catch a victim. Phishing scams use
spoofed emails and websites as lures to prompt people to voluntarily
hand over sensitive information.

The term “Phishing” is commonly used to describe these ploys .
There Is alsoa good reason for the use of “ph” in place of the “f’
In the spelling of the term . Some of the earliest hackers were known as
phreaks.




WHAT IS PHISHING

® The term is a variant of fishing and alludes to baits used to
"catch" confidential identity information such as
passwords, and f/nancial information such as credit card
details -usually via email- by pretending to be a trustworthy
company with which the intended victim may have a business
relationship; PayPal, eBay and large online banks are most

commonly used.

® A phishing technique was described in detail in 1987, and the
first recorded use of the term "phishing” was made in 1996.

Phishing




PHISHING MESSAGE EXAMPLES

hHOO! M AI L 1 you that your eBay account could be suspended if wou don't re-update your

l.
lerm please visit link below and re-enter yaur account infarmation:

Dear Valued Member, : : i 5
ombwsieBaylSAP LdI?Signlnésid=verifyiico partnerld=2&siteid=0

uld naot be resolved your account will be suspended far a period of 24 hours,

AC‘ count .ﬂ.iE‘I'T Ir account will be terminated .

Dear Valued Member.,
- | - T o
Due to the congestion in all Yahoo users and removal of all vnused Yahoo ! S SR B nk
be shutting down all unused Accounts, You will have to confirm your E-mail ‘. rus

Login Info below after chicking the reply botton, or your account will be susp
for security reasons

Userblame:...............o Dear walued customer of TrustedBank,

FPas=sword

Data of Bifth:.................... . . .

Country Or Terriitory: ... Yi'e hawve recieved notice that Youl hawe recently atte mpted to withdraw the

following armount from your checking account while in another country: $135.25.

Adfter following the instructions in the sheet, your account will not be interrug

formal, THAMKS for your stention o tis request Ve apolugize TS0V N0 6 yoie information is not correct, SOME0ne UNKNOWN May have access to your

account. As a safety measure, please visit our website wia the link below to werify
Warning!!! Agzcount owner that refuses to update his or her account | yOUN personal information;
receiving this warning will lose his or her account permanently.

hittp: Aty triustedbank comdgeneral/custyerityinfo.asp

Once you have done this, our fraud departrment will work to resolve this
discrepency. We are happy you have chosen us to do business with.

YAHOO! MAIL Thank you,

TrustedBank

Member FDOIC @ 2005 TrustedBank, Inc.



How PHISHING WORKS

» 1- Planning.

decide which business to target and determine how to get e-mail
addresses for the customers of that business.

» 2- Setup.

create methods for delivering the message and collecting the data. Most
often, this involves e-mail addresses and a Web page.



How PHISHING WORKS
» 3- Attack.

This is the step people are most familiar with -- the phisher sends a phony
message that appears to be from a reputable source.

» 4- Collection.

Phishers record the information victims enter into Web pages or popup
windows.

» 5- Identity Theft and Fraud.

use the information they've gathered to make illegal purchases or otherwise
commit fraud.




PHISHING TECHNIQUES

Phishing is the method used to steal personal information
through spamming or other deceptive means. There are a
number of different phishing techniques used to obtain
personal information from users.

Phishing attacks are trying to steal your money!

Email / Spam.

Web Based Delivery .
Instant Messaging .
Link Manipulation .

Session Hacking .

AN L T o

Content Injection .



How 10 PREVENT PHISHING SCAMS

A lot of emails claim to come from
legitimate sources or popular websites. The
emails often ask the user to enter bank details or
other personal information.

There are also phishing scam websites
which appear exactly like the original websites.
Once the phishers get a hold of the information
they can carry out fraudulent monetary
transactions.


http://www.phishing.org/

How 10 PREVENT PHISHING SCAMS

Sometimes, the website may ask the user to fill in
personal details like social security number, driver’s
license number, and other details which can be wused to
commit frauds in the user’s name .

While phishing techniques are getting more
sophisticated, there are many things which can access to

avoid phishing.

Here are some of the anti-phishing techniques.
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CHEck THE EMAIL CAREFULLY

A phishing email may claim to be from a
legitimate company and when you click the Ilink
to the website, it may look exactly like the real website.

Sometimes, the link may lead you to the privacy
policy of the legitimate company or some irrelevant
pages. The email may ask you to fill in the information
but the email may not contain your name. Most
phishing emails will start with “Dear Customer” so
you should be alert when you come across these emails.

You should know that a legitimate company will not
send spam emails. 11



NEVER ENTER FINANCIAL OR PERSONAL
INFORMATION

Most of the phishing emails will direct you to pages
where entries for financial or personal information are
required. An Internet user should never make confidential

entries through the links provided in the emails.

Never Send Personal Information through emails

Never send an email with sensitive information

to any one. Make it a habit to check the address of the
website. A secure website always starts with “https”.
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A hacker sends a fake or
“spoofed” email that appears
to be from a trusted
company.

The email usually instructs
the user to login to verify
information, and contains a
link.

The link in the email directs
the user’s web browser to a
fake website operated by
the hacker.

The fake website looks
exactly like a companies
real website, and requires
the user to login.

Any information the user
enters into the fake website
is immediately delivered to
the hacker, which they can
use to access the user’'s
accounts.

13



Phisher Opportunities to Block:

1. Initial Web Site Compromise
@ 2. Mass Phishing E-Mail
3. Victim Clicks on Misleading URL

4. Phish Web Site is Displayed
5. Victim Submits Account Information

Compromises a host
and installs a phish Web site

and mass-mailer

|

Sends out phishing e-mail

|

Victim clicks a phish URL

|

Phish Web site is viewed

=
Ts

Victim submits information Victim Users

|

Victim Web Server




PROTECTION THROUGH SOFTWARE

Anti-spyware and firewall settings should be
used to prevent phishing attacks and users should
update the programs regularly . Firewall prevents access
to malicious files by blocking the attacks.




CHEck BANK DETAILS REGULARLY

To prevent bank phishing and credit card phishing scams
you should personally check your statements regularly. Get
monthly statements for your financial accounts and check
each and every entry carefully to ensure no fraudulent

transactions have been made without your knowledge.

Never Download Files from Unreliable Sources

If you get a message stating a certain website may
contain malicious files, do not open the website.

Web browsers provide settings to prevent access to
malicious web pages and when you try to access a malicious

site, an alert message will appear. e



Internet Options

2l

General I Security I Privacy I Content I Conneckions I Programs Advanced |

Setkings

[ check for server certificate revocation® :I
Check For signatures on downloaded programs
[ Do not save encrypted pages to disk
[ Empty Temporary Inkernet Files Folder when brawser is cl
Enable Integrated Windows Authentication™®
Enable native MLHTTP suppork:
g Phishing Filer
() Disable Phishing Filker
{3 Turn off automatic website checking
B XORTrn on automatic website checking
[ Use 550 2.0
Use 551 3.0
Use TLS 1.0

Warn about certificate address mismatch*l _ILI
2

1]

*Takes effect after you restart Internet Explarer

Restore advanced setkings

Feset Internet Explorer settings

Deletes all temporary files, disables browser Reset. ..

add-ons, and resets all the changed settings.

You should only use this if your browser is in an unusable skate,

K, Cancel Apphy
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& [10] Woodgrove Account Violation. =0

1R —
File Edit Yiew Tools Message Help

g G 8 ™Y b4 o O

Reply  Reply Al  Forward Print Delete Previous Next
From: Account MNotice
Date: Wed, 8 Sept 2004 12:41p

To:
Subject: [10] Woodgrove Account Violation

{ o

Dear valued Woodgrove member, () Graphic from bank's actual web site

In our terms and conditions you have agreed to state that your account must always be
under your control or those you designate at all times, We have noticed some activity related
to your account that indicates that other parties may have tried gaining access or control of
your information in your account,

Therefore, to prevent unauthorized access to your Woodgrove Internet Banking account,
vou are limited to five Failed login attempts in a 24-hour period, You have exceeded this
number of attempts.*

Pl 3 aunt infarmation

https J'J’vault wnodqrwe comjdefault, asp™

L™ http:/f203. 144,234,138 usfindex, htl 2

X LIVES: TIME LEFT: 0: 34

u
»

D

Don't trust URLs
with all numbers
in the front.

@ REJECT PHISHING URLS ASK YOUR FATHE!;L& HELP




How TO PROTECT

» Never trust strangers
» Sidestep those links
» Use the keypad, not the mouse

» TFear Not
» Guard your privacy

» Second time right

19


http://www.focus.com/fyi/it-security/44-ways-protect-phishing/
http://www.focus.com/fyi/it-security/44-ways-protect-phishing/
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k You for listening
Any Question!
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